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We are delighted to present the PwC 2020 Irish Economic
Crime and Fraud Survey. The research is conducted every
two years and is part of a comprehensive global initiative,
gathering valuable data from more than 5,000 respondents
across 99 countries. The survey, although conducted prior
to the COVID-19 crisis, incorporates insights into how fraud
evolves in a crisis environment, and aims to shed much needed
light on some of the latest trends on how fraud is impacting
upon organisations. In Ireland, more than 70 organisations
participated, representing all key sectors and industries.
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Turn on the news or leaf through a
newspaper and the chances are that you’ll
find a story about economic crime or
fraud. Medical records and financial data
of millions hacked…Corporate misconduct
to blame in product failure…Share price
plummets as whistleblower alleges
fraudulent accounting practices…Major
accounting fraud.
Asked whether their organisation has
experienced any form of fraud, corruption,
cybercrime or other economic crime
within the past 24 months, 51% of the
Irish respondents said ‘yes’, of which 61%
reported more than one fraud incident. This
2020 result is the highest in the history of
our Irish Economic Crime and Fraud Survey,
and is above the global finding of 47%.
In addition to this, the COVID-19 pandemic
has caused a huge impact on people’s lives,
families and communities and led to major
concerns regarding a global recession.
Regrettably, fraud proliferates in times of
crisis and economic distress, as we have

observed since the outbreak began. These
unprecedented challenges and changes
have created a target-rich environment for
fraudsters, in the following areas:
• Thousands of employees are working
in virtual environments, leading to a
heightened risk of phishing, hacking
and data breaches. We have identified
criminal and state-sponsored campaigns
exploiting the COVID-19 crisis. We also
expect that cyber criminals will use VPN
and video conferencing software lures
to take advantage of users’ unfamiliarity
with remote working.
• Many businesses have had to reduce
and restructure their workforce to
survive the current crisis with budget
cuts likely to weaken companies’ antifraud controls, and consequently open
the door for both internal and external
fraudsters to attack.
• Loans and grants from the Irish
Government are being injected into the
domestic economy, raising the risk of
loan fraud.

Foreword (cont’d)
•

During an economic recession not only
can we expect more fraud to occur,
but also more existing fraud to be
discovered. Frauds which may have
been concealed are suddenly revealed
as cash flow dries up, ways of working
change and annual leave is enforced.

These are some of the questions that lie at
the heart of the findings in this year’s Irish
Economic Crime and Fraud Survey. With
fraud a greater – and more costly – threat
than ever, it’s essential to assess your
readiness, deploy effective fraud-fighting
measures, and to act quickly when you
experience it in an effort to emerge stronger.

With fraud and economic crime rates at
record highs, impacting more companies in
more diverse ways than ever before, what
questions should Irish businesses be asking
of themselves?
•

Are we assessing threats well enough…
or are gaps leaving us dangerously
exposed?
Are the fraud-fighting technologies
we’ve deployed providing the value we
expected?
When a fraud incident occurs, are we
taking the right action?

•

•

3
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Pat Moran

Survey findings at a glance

69%

5,000+

respondents

62%
72%

of respondents
were C-suite
have US$10M+
in global revenue

99

51%

of Irish respondents
experienced economic
crime in the last 24 months
above the global average of

47%
and the 2018 figure of

49%
4
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Ireland’s most frequently
reported frauds

territories

of fraud incidents
reported by Irish
respondents

were committed by
external perpetrators
(Global: 39%)

Suspicious
transaction
monitoring

28% was the most common way

in which fraud was detected by Irish
respondents, highlighting the
evolving role that technology is
playing in fighting fraud

Followed by tip-offs 13% and fraud
risk management controls 13%

2020

2018

69%

Cybercrime

61%
41%
42%

Customer fraud

23%
29%

Asset
misappropriation
Accounting /
financial statement
fraud

15%
11%

13%

of Irish respondents
affected by fraud
reported losing

to fraud over the
last 24 months

And one-fifth of Irish respondents admitted to either
not knowing how much they had lost to economic
crime, or said that the loss was immeasurable.

When fraud
strikes: Incidents
of fraud

Exhibit 1:

What types of fraud, corruption or other economic crime has your
organisation experienced within the last 24 months?

Ireland

Looking across the evolving landscape of
fraud, what is causing the most disruption to
organisations? Here the Irish findings are
unequivocal, with cybercrime continuing
to be the most prevalent economic crime.
In fact, the incidence of cybercrime (69%)
in Ireland is double that experienced by
global companies (34%). This is a significant
finding given that Ireland is now Europe’s
largest data hosting cluster. This finding is
a concern for Ireland’s digital economy and
for investors looking at Ireland as a business
destination, and highlights the importance of
continued investment and resources in cyber
security to mitigate cyber risk and ensure we
are cyber resilient at a national level.

|
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69%

Cybercrime

34%
41%

Customer Fraud

35%
23%

Asset Missapropriation

31%
15%

Accounting/ Financial
Statement Fraud
Money Laundering
and Sanctions

Other

Human
Resources Fraud

5

Global

28%
13%
11%
8%
4%

17%

16%

3%

Intellectual Property
(IP) Theft

11%
3%

Bribery and Corruption

30%
3%

Procurement Fraud

19%
3%

Insider/ Unauthorised
Trading

Tax Fraud

8%

5%

Deceptive
Business Pratices

Anti- Competition/ AntiTrust Law infringment

10%
0%
8%
0%
13%

Globally there is a greater spread in the types
of fraud reported, as illustrated in Exhibit
1. On a positive note, the survey results
indicate that bribery and corruption are not
very prevalent in Ireland. This may highlight
the continuing impact of legislative reform in
this area, most recently with the introduction
of the Criminal Justice (Corruption Offences)
Act 2018.

Exhibit 2:

Incidence of cybercrime

Ireland

Global

Another trend emerging is the continuing
threat posed by customer fraud. Customer
fraud is defined as fraud against a company
through illegitimate use of, or deceptive
practices associated with, its products
or services by customers or others (e.g.
mortgage fraud, credit card fraud). This
could be significant, as more industries shift
to direct-to-consumer strategies.
Indeed cybercrime, customer fraud and

accounting fraud are the three most
disruptive types of fraud across most
sectors. This is not surprising in our
experience, given the potential for these
types of fraud to also cause non-financial
impacts on an organisation. With economic
survival threatened for some as a result of the
COVID-19 crisis, businesses must remain alert
and respond appropriately. A big part of this
will involve providing employees with specific
guidance on how to spot suspicious activity.
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13%

13%
14%13%14%13%
14%
13%
14%13%
14%

14%

14%

Spotlight
Accounting fraud

(often known as the ‘fraud triangle’) can
come together, with disastrous results.

Accounting fraud is the intentional
manipulation of accounting records, to
misstate a company’s true financial position.
This typically involves efforts to conceal
the true position, at a global or local level,
including the falsification of supporting
documents and evidence, by company
management. Recent years have seen a
number of high profile accounting frauds
across Europe, most recently the collapse
into insolvency of one of Europe’s largest
fintech companies.

Incentives and pressures can arise due to
a range of factors, including stakeholder
expectations, debt covenants, meeting
bonus thresholds, not wanting to lose
face, or declining trading prospects. Our
experience shows that the opportunity
to manipulate at a group and subsidiary
level can arise as a result of dominant
management and management override of
controls.

Accounting fraud can occur in cases
where there is pressure to meet earnings
targets and debt covenants, or achieve
particular profit levels; and can be the result
of unhealthy cultural factors that allow
inappropriate behaviour to go unchallenged.
The result is that the three drivers of
incentive, opportunity and rationalisation

Accounting fraud is easier to perpetrate
in businesses with poorly reconciled
accounts, and in companies with poorer
quality finance teams, high staff turnover,
a lack of training, and a heavy reliance on
temporary staff. Inadequate governance and
oversight can also be a contributing factor.
This is particularly relevant in the context

7
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of the increased pressure companies are
now under as they struggle to meet the
challenges brought on by the COVID-19
crisis. We previously saw evidence of a
number of high-profile accounting related
irregularities emerge after the last financial
crisis in Ireland.
Having a robust fraud management program
and a culture where the ‘tone at the top’
promotes integrity and holds employees
accountable will go a long way to protecting
critical assets and weathering times of
uncertainty. In businesses where it is easy
for employees to rationalise inappropriate
behaviour, the risk of misstatement is higher.
Conversely, strongly governed businesses,
at a global and local level, with effective
whistleblowing measures are less likely to
be affected.

The perpetrators: Who’s committing fraud and how is it being identified?
69% of fraud incidents reported by Irish
respondents were committed by external
perpetrators (globally 39%), not surprising
given that cybercrime was reported as the
most prevalent type of fraud in Ireland. A
company’s biggest fraud ‘blind spot’ is often
the people with whom it does business: third

As a result of COVID-19-related challenges,
more and more, companies are outsourcing
non-core competencies to contain costs.
These business partnerships can be fraught

The global results further reinforce the point
that fraud can hit companies from all angles –
the perpetrator could be internal, external, or

Exhibit 3:

69%

Who was the main
perpetrator of the
incident?
Ireland

in some (5%) instances there will have been
collusion.

parties with whom companies have regular
and profitable relationships, agents, suppliers,
shared service providers and customers.

with risk – a risk many companies have
not formally addressed. Whilst it may be
desirable to “fast track” new suppliers or
third parties, appropriate measures should
be implemented to mitigate the risk of
engaging unsuitable third parties.

67%

52%

50%
46%
39%

37%

Global

41%

40%

32%
23%

22%

12%
3%

2020

2018

2016

Internal Perpetrator

8
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2020

2018

2016

External Perpetrator

5%
1%

2020

6% 6%
3% 3%

0%
2018

Prefer not say

8%

2016

2020

8%
4%

2018

Don’t know

2016

Exhibit 4:

Exhibit 5:

Who was/were the external perpetrator(s)
of this incident against your organisation?

At what level, within your organisation,
was the internal perpetrator of this
incident?

Global

2020

2018

Senior Management

Middle Management

Operations staff
39%
31%
26%

24%

31%

19%

26%

13%

Customer

16%
12%

Hackers

13%
7%

Agents/ Intermediary

Competitors

34%

Vendor/ Supplier

60%

of frauds committed by internal
perpetrators were committed by
senior or middle management

9
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These crimes are often among the most
insidious because of the ability (whether
through delegated authority levels, system
knowledge, or influence) that management
and executives have to override – or
conspire to override – internal controls.

2020

Exhibit 6:

How was the
incident
initially
detected?
Ireland

2018
28%

Suspicious Activity
Monitoring

19%
13%

12%

Fraud Risk
Management
(general controls)

13%

22%

8%

13%

13%

Tip-off

22%

10%

20%

Global
Corporate Security
(both IT and
physical security)

8%
7%

Document
Examination

Internal Audit
(routine)

10
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Rotation of
Personnel

5%
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0%

8%

0%

7%

2%

5%
5%

14%

0%
0%

0%
2%
8%
8%

5%
2%

Building fraud maturity...where
should efforts be targeted?

0%
10%

5%

Other Detection
Method

5%

8%

5%

Account
Reconciliation

By accident

14%

14%
4%

Suspicious transaction monitoring was
the most common way in which fraud was
detected by Irish respondents, highlighting
the increasing role of analytics and software
in the detection of transaction anomalies
and fraud.

The survey findings illustrate the importance
of organisations having a suite of anti-fraud
tools in operation, including both traditional
and technological methods. Frauds are
detected through a broad range of methods,
as illustrated by the table opposite and
organisations need to use a range of antifraud measures if they are to be confident of
detection.

Exhibit 7:

Feeling the impact:
The cost of fraud
Although the most prevalent financial impact
reported by Irish participants was less
than $100,000, 16% of respondents who
experienced fraud in the last 24 months
reported losing more than US$1 million
across all incidents. It is also worrying
that nearly one-fifth of Irish respondents
admitted to either not knowing how much
they had lost to economic crime, or said
that the loss was immeasurable.
Indeed, a continuing trend was observed in
the financial impact of the most disruptive
fraud incident experienced by both global
and Irish respondents, with 18% of Irish
respondents (24% globally) reporting a
financial impact of $1m or more, up from
16% (18% globally) in 2018.
Fraud losses are complex. Some costs
can be tallied: direct financial loss or costs
due to fines, penalties, responses and
remediation. But some costs are not easily

11
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In financial terms approximately, how much do you think your
organisation may have directly lost through ALL incidents of fraud
corruption or other economic crime over the last 24 months?
quantified — including brand damage, loss
of market position, employee morale, and
lost future opportunities.
Some frauds – such as external frauds –
generally strike from outside the company,
are transactional in nature, lend themselves
to active monitoring, and when managed
properly may reduce financial impact. For
other frauds, those internally perpetrated, it
is more about managing and mitigating the
downside risk. These tend to be harder to
predict, monitor, and result in more costly
fines - and have ancillary repercussions
such as lost business or brand harm.
Indeed the cost of remediating after the
incident can often be as significant, or more
significant, as the costs of responding to
the fraud incident in the first instance, as
illustrated in Exhibit 8 overleaf.

38%

Less than 100,000 dollars

33%

28%

100,000 to < 1 million US dollars

1 million < 5 million US dollars

22%

3%
14%

13%

5 million to <50 million US dollars

Amount is immeasurable
(solely non tangible loss)

Don’t know		

9%

8%
2%

10%
7%

Ireland
Global

Exhibit 8:

In relation to the incident experienced in the last 24 months, how much
was spent by your organisation in Ireland on the following aspects?
Response

Remediation

Fines and / or penalties

33%
36%

Less than 50,000 US dollars
18%
10%
8%

50,000 to < 100,000 US dollars
0%

15%
8%

100,000 to < 1 million US dollars
3%

8%
8%
5%

1 million to < 5 million US dollars

0%
3%
3%

5 million to < 50 million US dollars

3%
100 million US dollars or more

0%
0%

Don’t know		

Not applicable/ No spend

13%
15%
13%
18%
23%
59%
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The impact of the COVID-19 pandemic

As many readers will know, the accepted
model for explaining fraud in the workplace
is the Fraud Triangle, which highlights that
three factors are typically present in order
for a person to commit occupational fraud—
pressure, opportunity and rationalisation.

Often this is not wise, as cutbacks to
departments or initiatives that are integral to
a comprehensive anti-fraud program serve
to leave organisations more vulnerable to
the growing likelihood of fraud.

Incentive /
pressure

Opportunity

Attitude /
rationalisation

At times of crisis like this, employees’
personal financial pressures tend to
rise. Many companies’ processes are
also functioning differently due to social

13
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distancing and quarantine regulations, and
we have seen instances where this has been
exacerbated by companies, in seeking to
cut costs, targeting non-revenue-generating
departments like compliance, internal audit
and cybersecurity.
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Furthermore, employees or stakeholders
are seldom viewed as important assets to
“recover” after a crises. But this is a crisis
like no other - many employees may suffer
from trauma now and even for a long period
after this crisis ends. Failing to reassure
them and take measures to alleviate their
physical and psychological suffering may
raise the pressure and the rationalisation
factors of defrauding the organisation in the
future.

As organisations continue to make cuts in
an attempt to operate with a leaner staff
and lower cost base, they are likely to find
themselves caught in a perfect storm for
fraud: pressures motivating employee fraud
are high at the same time that defenses
intended to safeguard against fraud have
been weakened.

Taking action:
Being prepared
What are you doing to prevent fraud? Which
programmes, methods and technologies are
working — and which are not? What gaps
are still standing in the way — and what
opportunities for improvement are ripe to be
seized? Fighting fraud pays… but are Irish
businesses doing enough?
We mentioned earlier that organisations
need to use a range of anti-fraud measures
if they are to be confident of detecting fraud.
Secondly, organisations that take proactive
steps to mitigate risk within their business
and invest in effective checks and balances
are more likely to find fraud.
The survey findings highlight that Irish
organisations generally compare favourably
with their global counterparts in having
dedicated programmes to address their
fraud risks.

Exhibit 9:

Does your organisation have a dedicated programme
to address any of the following risks?
Ireland

Global

Money Laundering

PwC | Irish Economic Crime Survey 2020

56%
44%
52%
27%
47%

Bribery and Corruption

39%
39%
36%

Corporate/Employee
Fraud
Asset Misappropriation

Customer Fraud

Human Resources Fraud

|

40%

Accounting/Financial
Statement Fraud

Anti-Competition/AntiTrust Law Infringement

14

65%

Cybercrime

36%
31%
32%
30%
28%
24%
23%
24%

32%
28%

Procurement/Vendor
Fraud
20%
20%

Insider/Unauthorised
Trading
Sanctions

19%
15%

Tax Fraud

19%
19%
13%

Deceptive Business
Practices

19%
12%

Intellectual Propety (IP)
Theft
None of the Above

Other

19%
5%
14%
1%
1%

However, while 77% of Irish companies
reportedly have documented policies and
procedures in place and the majority (6 in
10) include formal training and monitoring
in their fraud programmes — barely half of
organisations are dedicating resources to
governance and third party management.

versus 31% globally. It is worrying that Irish
companies are not seizing the opportunity
that technology, such as, ML and AI can
offer to proactively detect fraud. Consistent
with our 2018 survey, we noted that
technology was generally being underused
in the battle against fraud.

Technology

Given the scale of remote working since
the pandemic and the additional risks
this may bring, the need to address cyber
threats remains undiminished. Recent
advances mean companies now have a
great opportunity to strengthen their use
of technology and AI in implementing and
running preventative and detective controls.
Furthermore, businesses are likely to place
even greater reliance on third parties to
enable their technology to become more
cloud based, which will present a new set of
fraud risks.

Fewer than 2 in 10 of Irish businesses
strongly agree that they’ve been able to
implement or upgrade their technology
to combat fraud over the last two years.
Irish organisations cited cost (56%), lack
of systems (44%) and resourcing (44%) as
the main obstacles preventing investment
in technology to prevent, detect and
investigate fraud.
Looking to alternative technologies and
techniques, Irish businesses are evidently
lagging their global counterparts in utilising
or finding value from Artificial Intelligence
(AI) - a technology that is even more
prevalent today - as a fraud-fighting tool.
58% of Irish organisations are not using or
finding value from Machine Learning (ML)

15
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Exhibit 10:

To what degree is your organisation leveraging
Artificial Intelligence (AI) to combat/monitor for fraud,
corrpution and/or other economic crimes?
Ireland 2020

67%

Natural Language
Generation

16

|

29%

67%

10%

Machine
Learning

11%

Biometric
Authentication

11%

Other AI
Techniques

Under consideration

Using but not finding value

No plans to use

Plan to implement in the next 12 months

Don’t know

Global 2020

Natural Language
Processing (NLP)

Voice
Recognition

Using and finding value

66%

8%

7%

25%
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26%

18%

58%

60%

75%

Natural Language
Processing (NLP)

12%

9%

11%

13%

35%

Natural Language
Generation

12%

9%

12%

12%

36%

Voice
Recognition

19%

Machine
Learning

19%

Biometric
Authentication
Other AI
Techniques

14%

16%

20%

13%

8%

12%

10%

10%

5% 10%

14%

13%

12%

9%

19%

19%

36%

16%

14%

21%

16%

31%

15%

30%

14%

42%

A single tool or technology on its own will
not amount to an anti-fraud programme.
Are you collecting the right data with the
right rules and requirements? How are
you analysing that data? Are you feeding
findings back into your programme to make
it more robust?

2.

So what actions are most
effective?
1.

17

Identify, rank, and address all your
risks. Companies should perform
robust risk assessments, gathering
internal input from stakeholders
across the organisation and across
geographies, to identify risks and
assess mitigating factors. These
assessments should also incorporate
external factors. There is a wealth
of information available in the
public domain, and ignoring it could
potentially result in a big miss. Risks
should be assessed at regular intervals
(not through a ‘once and done’
approach).

|
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3.

 nhance your technology with the
E
right governance, expertise, and
monitoring. Recognise that one
tool won’t address all frauds – and
technology alone won’t keep you
protected. Technology is often only
as good as the expert resources, data
management and visibility, robust
controls, and regular monitoring
dedicated to it.
 ake notice. The ability to react to a
T
fraud once identified is critical and a
foundational element of an effective
fraud program. The ability to quickly
mobilise the right combination of
people, processes, and technology
can limit the potential damage.
Disruptive frauds often disguise a
strategic inflection point – triggering the
opportunity for broader organisational
transformation. Technology is just part
of the answer.

Prepare
Our analysis of the Irish survey results
has enabled us to extract a number of
observations and to generate a series of
questions for Irish businesses:
•

What are you doing to prevent
and identify fraud?

•

Which programmes, methods
and technologies are working,
and which are not?

•

How is your business evolving
(new markets, industries,
geographies and business
models) and what new risks does
that leave you exposed to?

•

What perception gaps are still
standing in the way?

•

What opportunities are ripe to be
seized?

Responding:
Doing the right
thing

Exhibit 11:

How did your organisation respond to its most
serious incident?
Ireland

According to PwC Global Crisis Survey,
organisations with 5,000 or more
employees are most likely to experience
crises related specifically to cybercrime
(26%), natural disaster (22%), leadership
(17%) or ethical misconduct (16%),
including fraud, corruption, and corporate
malfeasance.

What do you do when your
organisation is hit by fraud?
Regulators — and increasingly, the public
— demand more. Reacting too slowly can
not only cause more immediate damage, it
can cascade into a broader crisis.
Conducting an investigation (79%), and hiring
specialist external support with appropriate
disclosures were effective response
mechanisms for Irish companies when
responding to fraud. Getting to the root of the
problem is key to preventing further damage.
Companies often seek external assistance to
investigate the fraud when either objectivity is
crucial or they lack the resources or expertise
to do it themselves.
18
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Global

79%

Conducted an investigation/
fact-finding

56%
54%

Disclosed to board

35%
46%

Disclosed to regulator/law
enforcement

31%
31%
27%

Disclosed to auditor

28%

Hired external forensic
accountant/specialist

20%
28%

Disclosed to other stakeholders

17%
13%
16%

Prepared an insurance claim

13%
14%

Public disclosure or notification

10%

Hired external counsel

18%
5%
5%

Other

Don’t know

0%
2%

What key steps did organisations that
emerged in a better place take?

Exhibit 12:

How did your organisation remediate the incident?
Ireland

Companies will need to consider how
they can productively continue or
initiate investigations in the current
environment. Helpfully, technologydriven solutions are available to help
perform remote data and information
collection and analysis, as well
as provide virtual connectivity for
interviews and collaboration needs. We
have recent experience of effectively
applying these solutions.

Respond
Our analysis of the Irish survey results
has enabled us to extract a number of
observations and to generate a series
of questions for Irish businesses:

What do you do when your
organisation is hit by fraud?

Implemented/enhanced
internal controls

Are there consistently applied
responses across global operations?
For example:
 conducting an investigation
 bolstering internal controls
 policies and procedures
 disclosing incidents
 taking disciplinary action

Conducted training

PwC | Irish Economic Crime Survey 2020

56%
27%
54%
39%
31%
26%

Enhanced compliance
governance

26%
24%

Introduced new
technologies
Changed/updated fraud
programme

23%
23%

Disciplined/terminated
employee

23%

Recovered losses

|

67%
44%

Implemented/enhanced
policies and procedures

Self monitorship
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Global

38%
18%
15%
10%
22%

Emerging Stronger
Taking stock
Nobody wants to fall victim to (or worse,
stand accused of) fraud. But there’s another
way to look at a major disruptive event:
as an inflection point, a possible trigger to
organisational transformation. Whether that
transformation is negative or positive — a
full-blown crisis, or an improved market
position for example — depends on how
well the business was prepared and how the
fraud incident was managed.
The data shows that there’s a significant
upside to taking stock when a fraud
incident strikes. 62% of the Irish
respondents who experienced a fraud say
they emerged in a better place — citing
attributes such as an enhanced control
environment, streamlined operations,
fewer losses, and improved employee
morale.

20
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The flipside can also be the case,
however, as illustrated in Exhibit 13.
How your organisation responds to
and remediates an incident will impact
on the outcomes experienced by the
organisation. Key determining factors
are having access to data, effective
communication, timely response, having
a plan and following it, and acting as a
team.

Exhibit 13:

Which of the following, if any, were associated
outcomes from your organisation’s experience?
Positive outcomes

Negative outcomes

Enhanced tone and control environment		

51%

Decreased revenue or profitability		

34%

Streamlined and improved operations		

43%

Damaged brand trust and reputation		

33%

Fewer incidents / less repeats			

41%

Lowered employee morale			

29%

Embraced new technology			

36%

Increase in losses				

29%

Created a new plan or playbook		

29%

Lost new business opportunities		

28%

Reduction in losses				

27%

Operational disruption/failure			

28%

Improved employee morale			

26%

Lowered tone and control environment		

27%

Enhanced brand trust and reputation		

20%

Highlighted the need for new technology

25%

Increased revenue or profitability		

14%

Increased incidents/more repeats		

20%

Generated new business opportunities		

12%

None of the above				

1%

None of the above				

3%

Exhibit 14:

To what extent do you agree with the following statements in
relation to how your organisation responded to the incident?

Strongly agree
Slightly agree

56%
51%
46%
41%

44%

36%
28%

Stayed true to
our values and
principles

21
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44%

44%

38%

31%

31%

33%
26%

Acted as
a team

Prepared and
followed a plan

Responded
timely as events
evolved

Communicated
effectively

Emerged
stronger as a
company

Had access to key
data/information
and leveraged it
appropriately

Measuring success
Those in anti-fraud functions often find
themselves fighting for increased budget to
invest in new technologies, implement new
programmes, or hire additional resources.
42% of Irish respondents reported that
they plan to increase their spend on fraud
prevention in the next two years, a reduction
from 59% reported in our last survey in
2018. However, you need to ask yourself: do
the measures work, will you see a return on
your investment, and how do you justify the
expense to your leaders?
It can be challenging to quantify the benefits
of a fraud-fighting tool. It’s common sense
that effective fraud prevention measures
reduce the quantity and magnitude of
future fraud. However, here’s a more
interesting statistic. Companies that have
a dedicated fraud programme in place
generally spent less (relative to revenue)
on response, remediation and fines.

22
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And, perhaps most importantly, regulators
are paying more attention to compliance
programmes – some are starting to request
companies to provide evidence showing
that their compliance programmes are
effective. Many regulators recognise
that compliance programmes should
be risk-based and right-sized and that
no programme is guaranteed to catch
all improper activity. There is no one
size fits all, and a programme at a large
telecommunications company will no doubt
look different from a programme at a small
retailer. Even so, both may be adequate
for addressing the particular risks faced by
each organisation.
Similarly, there is no single prescribed
method for assessing effectiveness. The
key is to have a defensible measurement
in place that will help to demonstrate
that the programme area has been
tested and how it will detect problematic
misconduct in the future.

Our analysis of the Irish survey results
has enabled us to extract a number of
observations and to generate a series of
questions for Irish businesses:
•

What activities and actions have you
taken that have had a demonstrably
positive impact, and what didn’t?

•

How have you learned and adapted from
what you have experienced, or seen
others experience?

•

How are technology and other fraud
prevention techniques evolving, and how
are you keeping up?

•

Have you increased your investment
in fraud prevention and assigned
dedicated senior management to
provide oversight?

•

Finally, have you developed a means
of measuring the success and
effectiveness of your compliance and
counter fraud programme?

In conclusion
Keeping pace with an evolving
environment
In this report, we’ve seen some key trends
concerning how the Irish organisations
taking part in our study are managing and
responding to fraud risks in 2020.
If there’s one overarching message from our
2020 study, it’s that fraud is evolving and the
impact on businesses is further magnified
by an ongoing rise in the cost per incident.
One inevitable effect of experiencing fraud,
or seeing the profile it attracts in the media,
is an increase in fraud awareness. For
many organisations, this rising awareness
should lead to organisations increasing their
attention on their fraud risk programmes and
looking to pinpoint those areas where they
are most vulnerable. Once the programmes
are in place, periodic assessment and
continuous evolution are key.
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So, where do you stand? Are you a leader
in preventing, detecting, and responding to
fraud, or are there areas for improvement
that you should address as a matter of
urgency?
Either way, you need to act. Even the
‘best’ anti-fraud programmes need to be
continually assessed and refined. As we’ve
seen the perpetrators and methods of
crime evolve, your defences must also be
modified to meet the new risks.
Alternatively, if your fraud defences have
blind spots or gaps, you’re leaving yourself
exposed to risks and the increasing costs of
fraud. Fraud is a risk to which no business
is immune. And when hard questions are
asked after an incident, a lack of awareness
or insight is no excuse.
The business community remains in turmoil
as it figures out how to respond to this
COVID-19 pandemic. Hard decisions are

being made every day by companies, the
Irish Government and healthcare providers.
The dust will not settle for a long time, and
we will continue to feel ripple effects in all
areas of life for years to come. Although
business practices may not be top of mind
right now while we face these difficult
changes, we would encourage organisations
to look towards the future to protect
themselves, and their employees, against
fraud.
As our regular survey confirms, fraud is an
area that is constantly evolving. Both the
risks and also the opportunities to address
them are expanding all the time, often at
different speeds. To keep pace, companies’
strategies and responses must evolve too.
That’s why our approach of “Prepare.
Respond. Emerge stronger” isn’t a single
step. It’s an ongoing, iterative cycle of
learning and improvement – because a key
part of emerging stronger is preparing the

right response for next time. The message is
clear. Fraud doesn’t stand still, and neither
can your company’s approach to it. It’s not
a question of if we see more fraud, it’s a
question now of how much more we will
see. Now is the time to ask yourself the
question, how prepared are you?

Prepare.
Respond.
Emerge stronger.
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